


TYPES OF FRAUD INVESTIGATIONS

•Bank Fraud (Debit Card Fraud, Check Fraud, Etc.)

•Financial Fraud (Embezzlement, Elder Exploitation, Etc.)

•Identity Theft

•Scams



TYPES OF SCAMS

•Government/Law Enforcement Scams

•Consumer Scams

•Family/Friend Scams

•Investment Scams

•Romance Scams

•Tech Support Scams



GOVERNMENT/LAW 
ENFORCEMENT SCAMS

In these type of scams, the scammer will 

pretend to be some form of law enforcement 

(IRS, FBI, or even a local agency). Typically, 

they will use the fear of potential arrest to 

persuade you into giving them what they want. 

Many times, they will ask you to buy gift cards 

as a form of payment to avoid the arrest. 

Government Departments/Law Enforcement 

will never ask for payment to avoid arrest or 

legal consequences. 

Never provide 

banking or 

personal account 

information to 

anyone.

Gift cards are not used to make payments.



Any request 

to purchase 

gift cards 

to pay for 

something is 

a scam!



CONSUMER SCAMS

These scams occur when the scammers pretends to be a 

well-known company typically one you are a user of. The 

scammer will then threaten some form of loss or cancelation 

of service unless they receive payment and/or your 

financial information.  



FAMILY/FRIEND SCAMS
This scam take places when the scammer pretends to be a family 

member of friend of yours. Usually there is some form of emergency or 

reason that they need money or your information. Scammers use this 

scam especially to pry unto your emotions. No one wants to see their 

child, grandchild, or friend in need and most people are willing to do 

whatever it takes to help. 

What can you do?

• To avoid falling prey, ask the caller to prove who 

they are.  Ask them their name.  Most scammers 

know the name of the relative they are posing as.

• Write down the callers phone number.

• They’ll ask you not to, but call the child’s parents. 

• HANG UP!



INVESTMENT 
SCAMS

Investment Scams happen anytime the 

scammer offers some sort of opportunity to 

make money from a small payment or 

investment. These scams usually result in the 

scammer needing more and more money from 

you in order to deliver your “earnings”. The 

best advice for these types of scams is the old 

saying: “If it sounds too good to be true, it 

probably is.”



ROMANCE SCAMS
A romance scam occurs when the 

scammer pretends to be someone 

(military member, famous actor, etc.) 

and makes contact with you via phone, 

text message, or some form of social 

media. The scammer will engage you in 

general conversation before quickly 

professing their love for you. Not long 

after this, the scammer will request 

money in some form. Typically, the 

reason for needing the money is to 

come and be with you.



TECH SUPPORT FRAUD
• Ignore unsolicited calls from 

strangers who tell you there is 
something wrong with your 
device. – Know that 
legitimate tech companies 
will not contact you to ask for 
remote access to your 
computer. 

• Make sure all anti-virus / 
malware software is up to 
date. 

• If you need help, used a 
company you trust.  Ask 
friends for suggested 
company if you don’t know 
anyone.

Scammers impersonate tech companies and then email or 
call saying you need to pay to fix a phony tech issue or sign 
up for a subscription for a fake security service. They also 
might impersonate a customer service rep for a utility 
company, a government agency or a bank and tell you 
there’s a problem with your account and they need personal 
info to fix it.

These scammers will try any means possible: email, phone, 
text, social media, snail mail, you name it.

But remember, no government agency, including the IRS, will 
ask for personal information over the phone. And in general, 
one of the best ways your older loved ones can protect 
themselves is to never give their personal information to 
anyone unless they know exactly who the person is and why 
they need it.



PREVENTING THESE SCAMS
• Many of these scams are phishing scams which means they are sending them to 

multiple people seeing who will “bite.” If you are not expecting the call, email, letter, 

etc., then do not answer or respond.

• Trust your instincts, if you think something sounds suspicious, it probably is.

• If you are ever in doubt, hang up the phone or stop what you are doing, and contact 

the actual company/department to verify what the scammer is saying. You can also 

contact someone you trust or even law enforcement to verify your suspicion.

• Gift Cards are gifts and are never used as a form of payment. 

• Please understand, these are only the main types of scams we see, there are many 

more out there. You should always be suspicious when someone asks for money over 

the phone or internet. 





• Talking about elder fraud and 

scams with your loved ones is 

so important. Is it fun? No, 

usually not. Is it a way to show 

them how much you care? Yes, 

100%.

• One of the most important 

steps you can take to protect 

your parents or grandparents 

from different kinds of elder 

fraud is to set them up with 

identity theft protection.

• Register them with the 

National Do Not Call Registry



WHAT DO YOU DO IF YOU’VE BEEN SCAMMED?

• If you or a loved one has been a victim of fraud, contact your bank 

immediately to report any suspicious transactions. It’s also a good idea to 

call the National Elder Fraud Hotline (1-833-FRAUD-11) to report the crime.

• Getting scammed can make your loved one feel embarrassed, sad and 

anxious. Don’t let them beat themselves up for getting tricked. Walk with 

them through their emotions, and try your best to help them see the light at 

the end of the tunnel.



PROBLEM WITH ANY OF THESE?

•Report it!


