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U.S. Customs and
A Border Protection

doesn’t call and ask for money.

But scammers do.

Learn more about these types of scams
— and how to avoid them — at ftc.gov/imposters.

GOVERNMENT / LAW |
ENFORCEMENT SCAM ‘ N ;
- Never provide

if you receive a call from someone baning or
reporting to be from a government or
law enforcement agency and are asked personal account
as a 10| to provide personal. informat.ion such as information to
] bank account, social security, account
Governmen’r Depc login information, etc. OR to purchase anyone.
gift cards to avoid legal action or to

will never ask for payment to avoid arrest or satisfy a warrant -

legal consequences.

Gift cards are not used to make payments.




Buying a gift card to
pay someone? Stop!
It’s a scam.

Gift cards are for gifts,
not payments.

omething is

Report gift card scams at: For more information, visit: :
FEDERAL TRADE

ReportFraud.ftc.gov Ftc.gov/giftcards 7 commissioN

a scaml!




Today at 11:33 AM

amazon

Greetings from Amazon,
We have locked your Amazon account and all pending orders

We have taken this action because the billing information you provided does not
match the information on file with the card issuer.

To resolve this issue, please verify now with the billing name, address, and phone
number stored on your credit card. if you have recently moved, you may need to
update this information with the card issuer.

Check Now

If we cannot complete the verification process within 3 days, all pending orders will
be canceled. You will not be able to access your account until this process is
complete.

We ask that you do not open new accounts as any new order you place may be
delayed.

""" We appreciate your patience with our security measures.
| Thank you for your attention.

Your Duke Power
bill is overdye.

Best regards,
Amazon Service Team

amazon

Follow this link
http/ Spaynow
to pay now,.

» WRAL 5 ON YOUR SIDE ‘ VA NEWS
AVOIDING UTILITY BILL SCAMS © WRALTV W @WRAL
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This scam take places when the scammer pretends to be a family @
member of friend of yours. Usually there is some form of emergency or

Sebastian? Is that you?

K\» FAMILY /FRIEND SCAMS
)\

reason that they need money or your information. Scammers use this

Yes, it’s me, Sebastian.

O scam especially to pry unto your emotions. No one wants to see their S e,
and | need money for bail.

child, grandchild, or friend in need and most people are willing to do

whatever it takes to help. What happened?

Please don't tell

” Mom or Dad. I'll get
thﬂ' can YOU dO . g in so much trouble.
- Text Message
* To avoid falling prey, ask the caller to prove who i
- Hi mum I'm texting
they are. Ask them their name. Most scammers Fsl ]
know the name of the relative they are posing as. phionelve smashoc
mine and their phones
about to die, can you
WhatsApp my new Bewa re
* Write down the callers phone number. A of the

please x

* They’ll ask you not to, but call the child’s parents. GRANDPARENT

S uana OP SCAM

+ 002000



If you see a tweet (or a text,

email, or other message on
social media) that tells you
to pay with cryptocurrency,
that’s a scam.

Report scams: reportfraud.ftc.gov

Looking toiimake :
a quick bué¢

Check before you inves

. $16,000 gameEnt or

average loss per victim

:‘;fjttl‘";-";‘; $24,000 ms usually result in the

average loss per victim

investment scams .gcaso-69

A B e you in order to deliver your “earnings”. The

Be careful of Ask the right Check the safety of

nity to

g more and more money from

e best advice for these types of scams is the old

Q q: | saying: “If it sounds too good to be true, it

Research
any potential
investment

Report investment
scams to the SEC

probably is.”



Is Your Cyber Sweetheart
Swindling You?

Roses are red, violets are blue, and romance scammers
can fool you, too. Look for these red flags.

) Tp %

They say they’re  Their profile seem The relationship
far away. too good to be true. is moving fast.

Signs of a Scam

{;‘;ﬁ‘@ $ &PE
Professes love quickly.

They break promises They ask They require specific
to see you. for money. payment methods.

Claims to be from the U.S.,
but is overseas for business
or military service.

m >4 @
general co
~~~~~~~ Asks for money, and lures
professing their love fo you off the dating site.

Romance scammers use fake identities and
Claims to need money back stories to gain your trust.
— for emergencies,

after this, the scammer will reques
money in some form. Typically, the

hospital bills, or travel. /j
reason for needing the money is to Plans to visit, but can't 5\

because of an emergency.

v
come and be with you.

Don't get scammed. Learn more fec.gov/consumers



But reme

ask for personal infc _

one of the best ways your older loved c an protect
themselves is to never give their personal information to
anyone unless they know exactly who the person is and why

they need it.

%

anti-virus /
oftware is up to

B° If you need help, used a

company you trust. Ask
friends for suggested
company if you don’t know
anyone.




ontact
U can also

spicion.

* Gift Cc o

® Please understand, these ar S pes of scams we see, there are many

%

more out there. You should always be suspicious when someone asks for money over

the phone or internet.
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WARNING SIGNS OF
RANDULPH COUNTY -

TELEPHONE AND
ONLINE SCAMS . Rad SHERIFFS OFFICE
THREE THINGS TO REMEMBER

{ @i 7

.. .. .. -~ Law Enforcement and Never share personal If you cannot verify
Individuals Individuals Individuals the US Government or financial the caller's identity,
threatenin g askin g for callin g from ] will NEVER ask forany. - ' information over the don't answer or hang

you with money, out-of-state A payment of any form - phone with someone up.- If you feel unsafe
arrest or espec la-L-Ly via or unknown / to avoid arrest. - you do not know. or suspect criminal
. . : act1v1ty call 9-1-1.
calling law a particular sketchy

enforcement prrn‘z'ggcl)g g;bit) company names TALK TU THE SEN'URS IN YOUR L|FE ABUUT
| i TELEPHUNE SCAMS

CYBER SECURITY

) e




O e Talking about elder fraud and

scams with your loved ones is
so important. Is it fun? No,
usually not. Is it a way to show
them how much you care? Yes,
100%.

One of the most important
steps you can take to protect
your parents or grandparents
from different kinds of elder

fraud is to set them up with

identity theft protection.

Register them with the
National Do Not Call Registry

L

Cel iug\( ce

HELP SENIORS AVOID SCAMS

. CHECK IN OFTEN TO SEE HOW YOUR LOVED

ONE IS DOING.

. EDUCATE YOUR LOVED ONE ABOUT THEIR

RISK FOR FRAUD -- BOTH FROM SOLICITORS
AND FROM PEOPLE THEY KNOW.

. MAKE SURE ANTIVIRUS SOFTWARE IS INSTALLED

AND UP-TO-DATE ON THEIR COMPUTER.

. SIGN YOUR LOVED ONE UP FOR A CREDIT

MONITORING SERVICE.

. CHECK THEIR PHONE CALL LOGS TO SEE IF THEY'RE

BEING INUNDATED WITH TELEMARKETING CALLS.

»  REGISTER HIM OR HER WITH THE NATIONAL DO NOT

CALL REGISTRY TO CUT THEIR CHANCES OF BEING
TARGETED BY PHONE SCAMMERS.

. MEET ANY HOME CARE AIDES HIRED TO HELP YOUR

LOVED ONE. MAKE RANDOM VISITS.



Walk with

em see the light at




NATIONAL ELDER
FRAUD HOTLINE

EEEEEEEEEEEEEEEEEEEEEE

— 1-833-372-8311



